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Official Statistical Institutes

Official Statistics Institutes have several duties.

• In Italy, ISTAT commitments are regulated by the so called
National Statistical Program ( www.sistan.it).

• 3-years agenda, Legislative Act n. 322/1989.

• The legislative tool for planning the statistical activities to be
carried out by SISTAN bodies, in order to satisfy international
and country’s information needs.

It determines the detail of

• statistical outputs

• variables

• classification

• aggregation level of their dissemination
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National Statistical Program

The NSP is divided into two volumes and an annex:

• Vol. I: Evolution of statistical information (framework
information; information gaps by sector; aggregated costs of
NSP)

• Vol II: Privacy: information about the activities processing
personal data: it contains details on personal, sensitive and/or
judicial data processing

• Annex: technical details about which and when disaggregated
variables may be disseminated
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National Statistical Program

The Regulation EU 2015/759 of the European Parliament and of
the Council suggests

• Strengthening the use of administrative data

• Enhance and facilitate the exchange of micro-data
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Micro data level exchange

1 Istat has the right obtain administrative micro-data of public
ownership: in 2018, 478 administrative archives from 94
subjects).

2 Other SISTAN agents may obtain micro-data from other
subjects within SISTAN, strictly necessary for their mission.

3 SISTAN subjects cannot release micro-data produced or
acquired by others.

4 Specific and strict regulation for supplying micro-data outside
for research

5 In order to access private data, it is necessary to set up
specific partnerships, in agreement with the Authority for data
protection.
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The role of ISTAT

Among the various commitments, the tasks of

1 Releasing data

2 Integrating data sources

stand for their strategic relevance.
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Integration

• Different administrative lists or surveys may contain
complementary information about some statistical units
(households, firms, banks, etc.)

• A correct harmonization of those information may significantly
enrich the information and open the way to new potential
statistical achievements

• Many Big Data applications require data from different
sources to be integrated and linked

• to allow data analyses that are impossible on individual
databases

• to enrich data with additional information
• to improve data quality
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Record Linkage

The major statistical challenge in the “Integration” process is that
a unique entity identifier is almost always not available in the
databases, or, if available, not consistent or changing over time.

• Lack of unique entity identifiers means that linking often has
to be based on personal information.

• When databases are linked across organisations, maintaining
privacy and confidentiality is vital

• The linking of databases is challenged by

1 data quality
2 database size
3 privacy concerns.
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An example in Health surveillance

Preventing outbreaks of epidemics requires monitoring of
occurrences of unusual patterns of symptoms, hopefully in real
time.
Data from different sources need to be collected:

• travel and/or immigration records

• doctors

• emergency and hospital admission

• drug purchases

• social networks

Similar frameworks are very common in Economics, Finance,
Defense against Terrorism, and so on . . .
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Where are we now
• Modern societies are increasingly dependent on - and

sometimes afraid of - massive amounts and availability of
digital information.

• There are numerous scenarios where sensitive data must be –
even if reluctantly or suspiciously – shared between entities or
institutions.

• Administrative records including socio-economic and financial
information, both for households and firms, have huge
potential for statistical studies (e.g. fiscal code in Italy)

• Law forbids the processing of non-anonymised records within
and between institutions, thus making it difficult to carry out
statistical analysis.

• Merging and processing anonymised data also requires - by
law - to provide privacy guarantees. Safe, i.e. privacy
preserving, linkage can be carried out by specific techniques
(cryptography, secure multiparty computation, differential
privacy etc.) from the Computer Science and Statistics.
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Record Linkage

The main statistical tool to implement data integration is RL
It is the process of linking records that represents the same entity
in one or more databases.
Often, a unique identifier is not available . . .

Which of these three records belong to the same person ?

Dr. Smith, Peter 42 Ohio Street 38414 New York

Pete Smith 42 Oho St 38413 NYC

P. Smither 42 Ohio Rd 38414 New York
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Record Linkage

There is a vast literature on the statistical and computational
difficulties of RL.
It can be done

• in a deterministic way

• in a probabilistic way, taking into account a measure of
uncertainty (aka, quality) of the linkage step
Major references include Fellegi and Sunter (1969), Jaro
(1989); Winkler (1995), Copas and Hilton (1990)

Today, RL has become a strategic research priority at an
international level.
ISTAT has delivered its own software RELAIS
https://www.istat.it/en/methods-and-tools/methods-

and-it-tools/process/processing-tools/relais
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Privacy Concerns

• However, legal and administrative issues prevent data linkage
in some situations due to privacy concerns.

• Even current best practices in record linkage carry some
privacy risk as they require the release of personally
identifying information to trusted third parties.

• Traditional linkage processes involve comparing personally
identifying information (name, address, d.o.b.) on pairs of
records to determine whether the records belong to the same
person.

Privacy constraints limit the power of RL and Official Statisticians
must rely upon Privacy Preserving statistical techniques.
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Privacy Preserving Data Mining

• The overarching goal of privacy preserving data mining
(PPDM) is to perform data mining computations on a set of
data, in a way that prevents both the computation and the
output of it from revealing “too much” sensitive information
about the statistical units represented in the data.

• The field of PPDM focuses on performing useful data analysis
in such a way to mitigate the risk of releasing private or secret
information
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Privacy Preserving Record Linkage

There are two distinct sets of problems in the field:

• How two or more separate parties - each with private data -
may compute some function of the union of their data
information without having to reveal it

• How to determine whether the result of a computation alone
constitutes an invasion of privacy (i.e. a single released result
is identifiable) and - if so - how to mitigate the release

In practical implementation of PPRL, when two parties need to
link their private data ad do computation on linked records, both
facets of PPRL are crucial to respect . . .
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Privacy Preserving Record Linkage

Statisticians and Computer scientists have developed several
strategies for dealing at the same time with the problems of

• security

• privacy

• tractability (in terms of computation)

Among possible solutions, there is the so called SMC
Secure Multiparty Computation
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Secure Multiparty Computation

An example: Administrators of Hospitals and Government
Agencies are bound by law to not disclose the information of
individuals in their databases.
However, they may wish to join their data to that of another
hospital or agency in order to calibrate a better statistical model
on the union of the data sets
Secure Multiparty Computation allows

• to develop protocols which consists of local computations by
local parties and the exchange of messages among parties

• final result available to all, but partial results and original data
remain hidden
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Secure Multiparty Computation

• A set of parties with private inputs

• Parties wish to jointly compute a function of their input so
that certain security properties are preserved.

• Properties should be guaranteed even when some of the
parties maliciously attack the protocol

Examples in

• Secure on-line election
protocol,

• Auctions

• Privacy Preserving Record
Linkage
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An example: Secure Sum Problem
All parties together wish to compute the sum of their data values
and none of them are ready to disclose it publicly.
Then, one can solve the problem by simply adding some random
noise
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